


Module 4: Integrating Advanced Authentication and Authorization Techniques

Implement Authentication and Authorization Technologies

Implement Advanced Identity and Access Management

Module 5: Implementing Cryptographic Techniques

Select Cryptographic Techniques

Implement Cryptography

Module 6: Implementing Security Controls for Hosts

Select Host Hardware and Software

Harden Hosts

Virtualize Servers and Desktops

Protect Boot Loaders

Module 7: Implementing Security Controls for Mobile Devices

Implement Mobile Device Management

Address Security and Privacy Concerns for Mobile Devices

Module 8: Implementing Network Security

Plan Deployment of Network Security Components and Devices

Plan Deployment of Network-Enabled Devices

Implement Advanced Network Design

Implement Network Security Controls

Module 9: Implementing Security in the Systems and Software Development Lifecycle

Implement Security throughout the Technology Lifecycle

Identify General Application Vulnerabilities

Identify Web Application Vulnerabilities

Implement Application Security Controls

Module 10: Integrating Assets in a Secure Enterprise Architecture

Integrate Standards and Best Practices in Enterprise Security

Select Technical Deployment Models

Integrate Cloud-Augmented Security Services

Secure the Design of the Enterprise Infrastructure

Integrate Data Security in the Enterprise Architecture
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