


Network Models

Protocols & Services

Module 4 – Cryptography

Understanding Cryptography

Symmetric Encryption

Asymmetric Encryption

Hashing

Cryptography in Use

Crypto Attacks

Module 5 – Password Cracking

What and Why

Attacks and Tools of the Trade

Countermeasures

Module 6 – Malware

DOS & DDOS

Viruses & Backdoors

Trojans and Backdoors

Ransomeware

Module 7 – Security Devices

Basic Security Elements

Security Appliances

Module 8 – Information Gathering

What are we looking for?

Where/How do we find this information?

Are there tools to help?

Module 9 – Social Engineering

Social Engineering Types

Phishing Scams

Module 10 – Reconnaissance

What are we looking for?

Port Scanning
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