


Discovering Vulnerabilities and Threats5.

Responding to Risk6.

 Module 3 – Understanding of Cryptography

Understanding Cryptography1.

Symmetric Encryption2.

Asymmetric Encryption3.

Hashing4.

PKI5.

Cryptography in Use6.

 Module 4 – Understanding Identity and Access Management

Identity Management1.

Authentication Techniques2.

Single Sign-on3.

Access Control Monitoring4.

Module 5 – Managing Data Security

Virtualization Principles1.

Key Components Mapped to Cloud Layer2.

Key Security Concerns3.

Other Technologies Used in the Cloud4.

The Layers5.

Relevant CCM Controls6.

 Module 6 – Data Security

Different Types of Storage1.

Encryption Options2.

Data Management3.

 Module 7 – Managing Server/Host Security

The Operating Systems1.

Hardening the OS2.

Physical security3.

Virtualization and Cloud Technologies4.

 Module 8 – Application Security for Non-Developers

Application Security Principle1.
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